Introducing digital ship certificates in Portugal
€ - Portuguese Maritime Administration
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@ DGR M our Mission is

Fisheries
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Maritime Spatial
Maritime Planning
Administration and Sustainability
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Vessels and Ships

Recrea tional Craft Ships ery Ships

15 ton
Gross Tonnage SOLAS*



Portuguese and the Sea

49%

Yachtsmen

18 %
Seafarers
2%
Commercial Fishermen
and Aquaculture

31%

Recreational / sport fishermen




Other Business Numbers

4 millions km?2

maritime areas under national sovereignty or jurisdiction
(the territorial sea, the exclusive economic zone (EEZ) and the continental shelf)

80 aquacultures | 50 salinicultures

30 titles

for the use of maritime space

Sk



Where do our clients come from?

J

DIREGAO-GERAL DE RECURS05 NATURAIS, s REPTJBLICA
SEGURANCA E SERVICOS MARITIMOS @ PORTUGUESA




The recent Past and some Present ...

first tech diagnosis

e More than 170 services provided

* There are 42 API IT systems

* There was no 100% business process totally
supported by one or more application systems

e Many business processes, interested parties and
applications to manage

* |Inaccurate laws and regulations ‘%,A:;



Our Aim: Benefits for our Stakeholders

* Improve response times to requests
* Concentrating service delivery in one a single point of contact
* Reduce context costs of service delivery

* Promote network collaborative work in shared service delivery

between within the different levels of administration and information sharing within

DGRM different services, among public entities of different authorities

— CT-MAR, Navy, Notaries, etc



@ DGR M our vision

“to be the first Public Service to
the deliver innovative eServices

for citizens, other public services,

agencies and businesses

across the world”




towards digitalization

.@ Managing change

Our Strategy

ADMINISTRACAO
MARITIMA



Why digital certificate?

¢ Safe and ea Sy of use - Replaces the handwritten signature

* \Validates a hole document file - every page of a document

e Streaming documents are easy — |nCI'eaSES dEI'Very tlme

by email, download, digital support (pen, memory stick, ...) with the external environment (customers / suppliers / public institutions);

* Decreases file and archive space

* Increased security of documents -

* By adopting digital certificates it ensures the authenticity of sign holder, no doubts about any forgery.

¢ Onsite Authenticity

Identifies the statutory documents and seafarers certificates signing before various state institutions




Service and Data Models BMar / SNEM

Fleet Control and
Inspection

® Previous procedures to registry
and vessels certificates issuing

e Other licences issuing

e Ships and activities Inspections
L

Yachtsman's

e |ssuing Licences, renewals
e Exams

Seafarers

e Certificates and Recognition for
EU citizens and other
professionals

Ships and Vessels

e Leisure
e Fishery
e Others

e Comercial Shipping

' Training Entities

e Accredit to competences for
yachtsman and seafarers
training

Licences and
Authorizations

‘ e Maritime Space

| * Professional Fishery Gears
e Leisure Fishery Authorisation
e Aquaculture Licences

e

Al
P




Managing Change Strategy

Engaging and
Accountability

Technology




Roadmap of Initiatives

Regulatory Simplification

 Studied all the national regulations and
international guidelines

_ , Reengineering Processes
* Personal Data Security and law requirements

e Simplified and harmonised procedures - one

* Acknowledge the stakeholders expectations and . !
process of application fits all services

requirements
» System features designed to meet client

e Produce new legal Laws and Decree-Laws )
expectation

Implement these changes * IT Roadmap Plan, with IT to be discontinued,

and webservices to establish

* Created a Customer and Support Service

Engaging and Accountability

* Created a single point of contact

* Co-Design with Stakeholders * Invested in infrastructure, equipment's and

« New Competences - Recruitment gadget (sign pad, scan, tablet pc with pen)

Established a Training Programme

Created a Communication Plan

Established Collaborative Networks & Partnerships

Steering and Working Groups for service design




Success Key Factors

Involving all parties and stakeholders
* public sector — new joint services

e private sector — usability and service delivery design =
Lo
Services Oriented Architecture Sca:::::
e Data Structure meets business structure Security

* Clients involved in design the solution Governance

Deployment Criteria Matrix
* Aiming at major quick wins
e Based on number of services delivered vs number clients
e Service design complexity

Q =

Thorough Project Planning

Choose the simplest Process to make a Pilot (yachtsman Licence)




‘f\i Manage Change
\% Results

ADMINISTRACAO
MARITIMA



Main Features

e Simpler Regulations

* One Process. One Point of Contact. One IT System.

* Payment integration and invoice issued electronically

* Applicant’s form retrieves previous Client Data, if existing

* Printing Services Online
Main Products

* Interoperable Systems

 Electronic and Physical Secure Certificates Issuing

* Online Certificates Traceability
* One Customer Service and Support %’A—l



Simpler Regulations

Law n.2 9/2018, 2nd March + Decree-Law n.2 43/2018 de 18th june;

* SNEM - Sistema Nacional de Embarca¢des e Maritimos
creates a Nacional Database for Seafarers and Ships;

e BMar — Balcao Eletronico do Mar — creates the Sea One Stop Shop Online
* Establishes that DGRM manages SNEM / Bmar
* Development is a partnership between Autoridade Maritima Nacional (Maritime Authority) and Instituto
dos Registos e Notariado (Commercial Registry Services);
 Possibility of integrating other services - Agreement with CT MAR

» Since then,
all the regulatory documents follow the new e-structure -> e-procedures online + e-doc

Sk



One Business Process. One Point of Contact.

Partners or

Client Applicant Certificate
TAppllcatlon ?Analysis TNotifications ?Decision Tlssuing

Client Perspective

Customer Service Support
+351 213 035 805 | ajuda.bmar@dgrm.mm.gov.pt

Sk


mailto:ajuda.bmar@dgrm.mm.gov.pt

One Support Service

Suporte e Apoio

HELPDESK
1.2 LINHA .
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= Atendimento
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: |Marcagdes
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Telefone ‘

REDE DE PARCERIAS

Manager
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@ DGRM™ IT Specifications meet Business Process

Partners or Applicant
Client Application Analysis Notifications Decision Certificate Issuing




@ DGR M Online Services 24/7

© BMar| Geral X +

& (6] & https;//www.bmar.pt/BMAR_G

& bmar.pt

Acesso via Autenticagio.GOV

Esta opgio permite-lhe fazer uso do seu
cartéo de cidaddo ou chave movel digital para
se autenticar e aceder 4 area reservada

Balcdo Eletrénico
do Mar

AUTENTICAGAO.GOV

Acesso via Autenticagido.GOV Credenciais de Utilizador

d0 permit e fazer uso do v ncher as s credenciais

o de cidaddo ou chave movel
digital para se autenticar e aceder a
u s

area reservada Credenciais de Utilizador
Esqueceu a pala

Para iniciar sessdo devera preencher as suas
credenciais de acesso.

u claure
- eccccccsccescce o

Esqueceu a palavra Esqueceu o
passe? utilizador?

Ainda nZo é utilizador? Criar Conta >>

utilizador?

Ainda nio é Criar Conta
Editais ==

Verificagao Online
TAA

PortugueseFlagControl



http://www.bmar.pt/
http://www.bmar.pt/
http://www.bmar.pt/
http://www.bmar.pt/

Online Services

Yachtsman Licence

Foreign Seafarers Licenced Sea Activities

£l

- 5 /&
e Licence: I ’ Certificates I , * Maritime Space
* Renewal « SRA'S * Aquiculture
¢ Re-issuing
e Recognition

¢ Renewal through Exam
(new)

e Endorsements

e More than 1000

e Nearly 15000 docs per interactions year

e Nearly 12000 docs per year

year




Short term

* Registry Documents
e Certificates

Ships and Vessels [a—mms

30 May 2019

In partnership with CT - Mar %.A:V



Interoperable Systems in IT
as result of Networking and Partnerships

Ships and Seafarers certificates

Solution for both PT Ship registers

INCM g‘i .. if m
Interoperability i’ MA;
ﬁﬁ Interoperability iif % Nd
e '
& i MAI.RSYS.

SNEM

National Office Portuguese
Printing Maritime
(INCM) Administration

Register

Digital and Physical Cards




Portuguese Flag

Foreign Ship
Seafares Certificates

0@ /@ BN 1stin class worldwide
I” } | V I in Digitalisation

i



Until the end of the year

Shipyards

Certificates : Proficiency, Qualificatn% A

National Seafarers Jo
and Comunications



@ DGR M New Generation of Certificates

Digital Signature

Unique Tracking Number:====:=

e-doc

@

CAO-GERAL DE RECURSOS NATURAIS, SEGURANCA £ SERVICOS MARITIMOS <dgrm-financeira@dgrm.mm.gov.pt>, DIRECAO-GERALDE ("I —
SEGURANGA € SERVICOS MARITIMOS. certificado emitido por MULTICERT Certfication Authority C02.

REPUBLICA PORTUGUESA

PORTUGUESE REPUBLIC \”,

Autenticagdo
Endorsement

Certificado por O

N° No.
Data de emigado /zsuing dete Validaos até Veid vdl

0 Governo da Repiblica Portugueaa certifica que o certificado n.*
The Govermment of the Porfuguese Resublc cerffies that ceriifcate no

emitico pelo, ou em nome do Governo de
ssued by or on behalf of the Government of

ab
Nacionalidade Natonally
Data e nascimento Date of bty

oti om com o disposto na Regra 10 da Convengdo Internacional 30bre Normas de Formagdo,
de Cartificag3o e de Servigo Ge Quartos para os Maritimoa, 1973, conforme emendas,

0 (A) titutar desta autenticagido pode EXercer 0 Cargo ou Cargos a equir #m conf com 08 de lotagio
de seguranga fxacos pela Administragio:

is duly recogmzed in accerdance with the prossions of $he regulalion V10 of the IntemaSonal Converdion on Siendards of Training, Cerfifcation and Walchteeping
for Seafarers, 1578, a5 amended

The lswh holder of s endorsement mey serve in the fodowwg capeciy or capectes soeced by the appicable safe maming requrements of the
Adminsason

Cargo Capacty

RestricOes aplicveis (39 existentss) LimisSons acolceble (F2ny) D 200100 com o certificado oriqinal According ko the cravel cordéc:

Autoridade emisaora issung suthord, DIRECAO GERAL DE RECURSOS NATURAIS, SEGURANGA E SERVICOS MARITIMOS (DGRN)
Au. ce Brasile, 1445 ~ 030 Ustos | Renspa | s Som.men.gou st

A peceoa autorizads Ascinatara do titular
Cuty auivanses ofrcu Sgreww of me Aere

Jowd Cares Semis

Gisponives ce 11caregra STCW Gurante 0 servigs 2 D3ego. Una impressio

Noea: Este O0amenns exsie em 1o
deste Cotumento pode ser obb
apresentass vo final Geste Gosu:

0 40m 3 80 FAL ECirs JWRev.2. A utensicidade e v
utiizands pars %50 0 Usique Traoking Number
mbém pode ser verifiaada peks $56ig0 QR

4 0 3 3343 ewerace @ acesverce win W )
TR T8 ety s ety of inx socurent oot 03 il reeted 1y sceneeg e OF Sace

Unique Tracking Number DUKYQH7wBZmerVOLMrQ

* Compliant with FAL.5/Circ.39 - 20 April 2016 - Guideline for ts

nard copy

REPUBLICA PORTUGUESA | PORTUGUESE REPUBLIC

AUTENTICAGAO s
ENDORSEMENT QR Code
Data de emisséo | Issuing date ~ Valido até | Vaiid until
O Governo da Republica Portuguesa certifica que o certl .
The Government of the Portuguese Republic certifies thajthe certificate nr.
emitido pelo, ou em nome do Governo de / issued by or off behalf of the Gover-
nment of
alto Hologram

Nacionalidade | Nationality

Data de nascimento | Date of birth
esta disposto na regra /10 da Convencdo
Internacional sobre Normas de Formagdo, de Certificacio & de Servigo de Quartos para os
Marftimos, 1978, conforme emendas.

is duly recognized in accordance with the provisions tion /10 of the International
Convention on Standards of Training, Certificatic Watchi for Seafarers, 1976, as
amended.

Assinatura do Tiler | Hokdar's signatire’
Autoridsde smissors | ssuing authonty
Passoa auloczeds | Duly suthorized officiel

Official Signature

O (A) titular desta autenticagdo pode exercer o cargo ou cargos a seguir mencionado(s) em conformidade

com os requisitos de lotagéo de seguranga fixados pela Administragao:

The lawful holder of this endorsement may serve in the following capacity or capacities specified by the
i safe'manning i of the inistratic

Cargo+ Capacity.

Complex Design

P (se exi / Limitati [ (if any) N —
De acordo com o certificado original / According to the original certificate

O original desta autenticagdo deve, nos termos do paragrafo 11 da Regra /2 da
Convengdo, encontrar-se a bordo do navio no qual o{a) titular presta servigo.

The original of this endorsement must be kept available in accordance with regulation I/2,
paragraph 11, of the Convention while it's holder is serving on a ship.

High security offset
elements imprinted

* One Design, Various Certifica

Personalis

* Digital Signature or and Securjty Details Print




@ DGR M Online Verification

R i s IMO FAL.5/Circ.39
=R momee Suporte fisico C liant
Printed Version . OIpAin
| Inspetores
' Inspectors
e
R § www.portugueseflagcontrol.pt
o e .. —
e Suporte digital
-~~~ Electronic Certificate p .
—— e @PortugueseFlugConTrol

LI/ ——— o ey - ’.\‘} ’
et - - - R e n
I s ol i dinbait dakgs smest I

(Unique Tracking Number: 1234-5678-90129-345678

A new generation of electronic certificates and control procedures%r apé



@ DGR M The future is ...

e All Services Online ... the hole 172 .... e 9 N

* Mobile Friendly Design Documents

* Online tests for seafarers training ek

- owe i ..

e WALLET — APP to have all the electronic certificates in

one place




@ DGR M Online Verification

o )

20:259

<« Camara

@ PortugueseFlagControl

ull 4G [#3)

@ portugueseflagcontrol.pt (&

Pesquisa de Documento

NUmero de Rastreio do Documento @

wKgDU2T7PGUBabsmRaulSA

Documento Encontrado

Cod. Documento  PT20190CNR000501201
Data Emissdo 2019-03-26

Data Validade = 2047-10-18

Namero Rastreio wKgDU2T7PGUBabsmRaul
Estado Valido

(1-1de) 10

N\

&

A new generation of electronic certificates

and control procedures: faster and safer.

@ PortugueseFlagControl

[} PT2019QCNRO0D501201.pdlf x  +

C @ Ficheiro | Ci/Users/clauro/Downloads...
%. LetMeWatchThis | 1.. watx online naTAL
PT20190CNR000501201.pdf n
REPUBLICA PORTUGUESA
PORTUGUESE REPUBLIC
s Carta do Navogador de Roeralo
ga

Yachtsman's ticence

[ ——

Dta de emiasdo g dfe 0VU0I6  Valiad st el unt] ZMTHAE

a « @ :

Outros marcadores




Thank You | Obrigado

Avenida Brasilia. 1449-030 Lisboa, Portugal ——
Telefone: (+351) 213 035 700 | Fax: (+351) 213 035 702 o~
www.dgrm.mm.gov.pt | dgrm@dgrm.mm.gov.pt
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